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Company Profile

Since its formation in 1981, Tascomp has specialised in the
development of industrial automation software.

We work closely with our customers to understand their needs,
provide innovative software solutions and outstanding after
sales support. Our open management style and flexible
working environment have created a development team that

is enthusiastic and committed to our global success.

Tascomp’s products have always been noted for

their reliability and technical excellence, attributes

which are the essence of Prodigy software.

All trade marks are recognised as the property of their respective owners.
Tascomp reserves the right to change Prodigy’s specification without prior notice.
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Introduction

Prodigy

HMI « SCADA « DCS

 No comiEu The Complete Automation Solution

« Open connectivity
Many companies have chosen Prodigy

* Scaldiuy for its comprehensive range of facilities.

* Fast They recognise the benefits of using the same monitoring
and control software throughout their business,
Single software solution from shop floor through to top management.

They like the way that Prodigy can be scaled to suit any size of
application from simple HMI through to SCADA and
large scale DCS systems. This saves time learning
how to use several different software packages,
which in turn saves money and makes it easier for them
to integrate their business operations.

Developed From Real Applications

Prodigy’s success lies in the fact that it has been developed to meet

the needs of real world applications. We work very closely with our customers
to provide facilities that meet their exact requirements.

The result is a software package rich in useful facilities that can be quickly
configured to handle a wide range of applications from many industry sectors.

Technically Superior

Prodigy was designed from the outset to be a clean 32 bit application.
In practical terms this means that it is free from the restrictions
imposed by older 16 bit programs such as limited
table sizes and reduced performance.

HMI: Human-Machine
Interface

SCADA: Supervisory Prodigy is fast, efficient and has no practical limitations to the
Control & Data size of application it can handle. Prodigy can also run as a
Acquisition Windows Service, allowing it to start work
even before anyone has logged on to the system.
This is an essential requirement for secure applications in many
industries including pharmaceuticals, food processing,
System hospitals, heat treatment, aerospace, etc.

DCS: Distributed Control

Only Pay For What You Need

Prodigy is an integrated software product that provides a wide range of facilities.

You choose which facilities you need and how many tags your system will require by
selecting a license that is tailored to your application. You only pay for what you need.
You can buy additional tags or facilities later as the need arises. Unlike many systems,
Prodigy'’s security is not dongle based, which means that upgrades can be purchased
anytime and sent immediately via email if required.

About This Document

This document provides an overview of Prodigy’s architecture and

main facilities. The borders of each page and the inside back

pages provide a ‘bullet point summary’ of the key features.

If you would like further information or a personal demonstration,
please contact your local supplier who will be pleased to help.
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User Access & Security

Prodigy makes it easy for the user to find the facilities they need.
Its configurable menu system provides direct and secure access not only
to Prodigy facilities but also to other Windows™ applications.

Access & Security

Access to Prodigy
and standard desktop
applications via a

My Pt Taplis Aoy Bt [ i Dmiiam [ A | configurable menu bar.
B Corlguesemn ¥
P Wickes . S i Simple password or
User Access * Pt wcaibgid bt I * s Behui i . sophisticated privilege
B o ’ based security systems.
Access to Prodigy is provided via a " BT Pt P Security may be
Menu Bar which can be docked f";:":' applied to any item that
against any edge of the screen and B e Fadi| requires input from
can be made to auto-hide, like the A e i

Windows™ taskbar.

the operator,

thus preventing
unauthorised access
The menu layout can be configured d “."'_ of such things as
using the built-in graphical editor and . accepting alarms through
these menus can be used to launch M= changing setpoints
not only Prodigy components, but also . to reconfiguring the
any desktop application that runs under o S P e database.
Windows™. =mm e
(R Fm— B
B Security log shows who
When creating the menu layout, s sl — did what and when.
whole menus or individual items may ;-'_-:':t
be protected against unauthorised st Multi-level menus
access. o allow facilities to be
grouped into logical
areas.
Security

Prodigy provides two types of security:

* A simple password, which everyone who wishes to access this item must know.
+ A privilege based system whereby individual users may be assigned a range of privileges to
allow them access to particular aspects of the system.

Lnm— =

Pyl [ —1 |

Operators may log on to the Prodigy system to gain instant access
to the features for which they hold privileges. Alternatively,
they may enter their user ID and password each time they

O] her | G| | access a feature for which the current user is not privileged.

Prodigy supports the idea of a “Default User” which may be enabled with a limited set of privileges,

perhaps providing “view only” access to the system. In the absence of any other user being
logged in, it is the privileges assigned to the default user that are applied.

Prodigy comes with a set of standard privileges = e e
that can be used to restrict access to certain '._ tres .E.'...,. 3 e _
facilities. It also allows you to create your own e T ™
privilege types to provide further access
limitations as required. = sl i

L=
The user database can also hold a mobile phone e -
number and email address for each user, -— i
which will be used to send alarms and reports K - ———
to user phones or PCs using Prodigy’s SMS text L R R R FR 1
message and email facilities. - T

e e [ m
Prodigy’s security mechanisms have been e = i
specifically designed to meet the requirements T o L :: 3
of standards such as FDA 21 CFR Pt 11, and GAMP, = g
which are covered on page 10 of this brochure. —

User defined privileges.
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Dynamic Dlsplay Bu”der
Attributes

Prodigy Display Builder is an object oriented graphics package
that allows you to interactively design an operator interface that is both
intuitive and visually appealing.

Display Builder provides
a full range of attributes
that can change
dynamically as plant
values change:

Display Replay

Use video recorder style controls to pause,
rewind and replay the action from any
display. This powerful tool can be used to
aid fault diagnosis, perform post-mortem

* Size . S . .
investigations or help with user training.

* Position

+ Orientation

+ Colour

o Fill level

« Visibility

« Text/Numeric display

Any graphics item can
act as a button or a
slider.

Button objects allow
operators to:

« Switch displays
* Run reports

* Set signal values
* Display XForms
* Run applications

Any item that is acting
as a button or a slider
may be protected using
one of the two security
mechanisms, either

the simple password
protection mechanism
or the multi-level user
privilege mechanism.
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Library
Prodigy Display Builder includes a
comprehensive library of plant items
that can simply be dropped onto your
displays. The library can be extended by
adding your own objects, created using
Prodigy Display Builder. Library objects
can be made into ‘Super Objects’

This means that they contain all of the
information required to automatically
create the signal database entries

when they are placed on a display.

Dynamic Attributes

Simply right-click on any object to
display its property dialog.

A whole range of dynamic
properties can be assigned to an
object.

Intelligent Objects e
Prodigy provides a range of ot RN —
Intelligent Objects which make !
it easy to add dials, bar indicators “{-1;‘
and sliders that offer a wide range - r
of controls over the object’s g
appearance and animation
effects.
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Enhanced Performance
Prodigy provides facilities to tune
the response and appearance
of your displays. Adjustable
refresh rates allow you to create
smoother animation effects
without adversely impacting on
processor usage. On demand
data gathering allows individual
displays to query plant I/O

for new values at a faster rate
than the driver is polling.
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Tool Tips

Tool Tips allow you
to provide useful
information to guide
the operator.
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Graphics Support
Display Builder utilises the power of Microsoft Windows™
to take full advantage of the latest developments in graphics

hardware. Display Builder offers full 32 bit colour,

Sepifalin

Ded o

Touch Screen Support

Larger button sizes, access to right
click options and a pop-up numeric
keypad are some of the options
provided to help with touch screen
systems.

Operator Interaction

Your own icons can be made into
buttons. They can be configured to
display forms, set signal values,

™ switch displays, run reports or launch

other programs. Prodigy also provides
standard Windows™ buttons including
check boxes and radio buttons.

Toolbars

Toolbars are used to provide access
to the objects used in creating
displays and also to tools that allow
objects to be positioned relative to
one another. All toolbars may be
docked or floated over any part of
the display.
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and screen resolutions restricted only by the capability
of the graphics hardware that you choose.
Display Builder also supports dual-monitor displays.

XForm
Prodigy provides a powerful form creation suite within
Display Builder called XForm. XForms allow operators to
create and choose recipes, enter one-off batch data or

manually set PLC and other plant parameters.
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Configuration

Display Builder is used
to both design and run
the operator interface.
There is no need for
separate editor
programs and the
effects of any changes
made can be seen
instantly by pressing
the Go button.

Display Builder’s
operator interfaces are
event driven, so objects
with dynamic attributes
are adjusted only when
their associated plant
value changes without
Display Builder having
to constantly request
those values.

The ease and speed
with which the operator
can switch between
displays means that
you can construct an
intuitive hierarchy of
displays, from total
plant overview to the
details of an individual
controller. As there is
no need to construct
one huge display and
scroll from region to
region, it makes the
individual displays
simpler to understand,
modify and maintain.

Display Builder is fully
integrated with the
Trending system so you
can switch seamlessly
from plant views to
trend displays and also
include trends within
your plant displays.
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Alarms

Alarms logged to:

+ Alarm history database
+ Batch database
+ Alarm banner

* Annunciators

Prodigy allows a
different annunciator to
be chosen for each
alarm state and any
number of physical
annunciators may
sound when any given
alarm arises.

Alarms can be set to
auto-accept when they
revert and this can be
configured separately
for each alarm state.

Alarms can be analysed
system wide or on a
batch by batch basis
and can be filtered on a
number of criteria
including:

» Alarm type

* Plant area

» Alarm/Event

» Acknowledgement
* Priority

Alarms can be accepted
via the on-screen Alarm
Banner or via remote
access terminals.

Alarm Schedules allow
different alarm limits
at different times
throughout a process
run:

* Set a pattern of alarms
for different plant
conditions

* Enable/Disable alarms
in groups

» Automatically change
Alarm Schedule
depending upon
signal conditions

8
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Alarms

Prodigy provides sophisticated alarm monitoring, reporting and logging
facilities that enable operators to react quickly to problems arising
on the plant and to analyse faults over any given time period.

Prodigy’s Alarm Manager monitors the state of all plant values that have alarm limits defined.
When an alarm condition occurs the alarm manager notifies all other parts of the system that have
an interest in that alarm. This may be an audible siren, a beacon, a printer, an on-screen display
and so on. In addition, the alarm is logged to both the continuous and batch alarm databases and
to selected Prodigy Alarm banners.

Prodigy allows alarm levels to be set for Very Low, Low,

:;'__ e Do High and Very High, along with descriptive text for each
L} - . .
— E condition. Alarms can be absolute or deviation from set
_— = "—"__ . ";""_ point. In addition, sophisticated tools allow alarms to be
. i i applied to such things as the rate of change of a signal
- i— value, or on the length of time a signal remains in a
g - . . e
T (s prise i 5 N =y | given state. Spurious alarms can be minimised by apply-
bt ~— J ing alarm hysteresis or marking them as timed alarms,
L e which will only sound when the alarm condition has

been exceeded for a specified time period.

Prodigy’s Alarm Banner can be displayed on all or any workstations in a given system.
It displays a list of all current alarms sorted either chronologically or in priority order and
optionally filtered on criteria such as category, plant area or alarm type.

The operator must use this banner to accept any alarms and if security is implemented they must
enter their user ID and password. This prevents unauthorised personnel from accepting alarms.

The Alarm Manager records the

1l et Ayt e following information:-

* The alarm state that has been
entered or left.

. + The date and time of the change in
- : : - alarm condition (including alarms
i netis ot =l L L being acknowledged).

- L T

i i n dama L=
A e 1 N

T L L B el o b TR
rereneeree it 1 e § v i i * The value of the signal at the time
B o CTMN | Dmbnll Whasireed Wit § Wi e b i S . .

e CIMT | Tere | Sarrreed ek o Sy s S T e the condition altered (including

i i ndel b e e« signal values becoming unknown
- IM? | Tiren 1 e prad Vs & Wi [TELTE .

Pl LG e L . [ or disabled).

mETIO I EPWs - Dote ] Bnimrerd S & B3 D15

m - The name of the operator who
accepted the alarm.

As well as alarms, the Prodigy Alarm Manager also caters for Events. These are information
messages generated by for example, control programs. These messages are displayed, logged and
accepted in the same way as alarms. In addition they may be set up to appear for a fixed length of
time before being removed automatically.
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Sometimes different alarm limits need to be applied at different times throughout a process, and
at other times the alarms may need to be disabled altogether perhaps during a plant startup or
shutdown period. Prodigy uses Alarm Schedules to cover these situations. Any number of alarm
schedules can be created and Prodigy can be programmed to automatically swap between these
different schedules at any time throughout a process run.



SMS & Email Facilities

Prodigy provides a number of ways to keep in touch with your
business using your mobile phone or email access.

SMS1 - Alarm Output

SMS1 provides a way of distributing alarm messages to mobile phone
users. Each user registers their mobile number with Prodigy and joins
one or more alarm groups. They will then receive an SMS text message
for each alarm that occurs, clears or is accepted. SMS1 works using any
standard telephone line and modem by sending the alarm messages
via your selected message centre.

SMS2 - Interactive
SMS2 provides a fully interactive alarm facility. Users may receive and accept
alarms using their mobile phone. It is also possible to request signal values so that
you can obtain up to the minute information directly from any Prodigy system.
For commonly required items of information, any number of mini reports can be
configured and sent directly to your mobile phone at any time. Users may also
log on or log off using their mobile phone.

Email Alarms and Reports

All of the alarm and report facilities
provided by SMS2 can also be accessed
via email. This not only allows you to
receive alarms, accept alarms, log on/off
and receive signal values, it even allows
you to receive process graphs and
reports either on demand or as an
accompaniment to the alarm messages.
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Alarm Display

The alarm display provides an instant view of all current alarms, their alarm priority and the live
value of the signal that is in alarm. The columns displayed can be customised and the alarms
sorted on any column. Alarms can be accepted in any order or accepted by group or priority etc.
Alarm acceptance can be configured to require an operator comment to be entered before
acceptance takes place.

Alarms

SMS1

Receive alarm notification
on your mobile phone.

Any number of recipients.

Arrange alarms
into user groups.

Log on/off by user or group.
Uses standard modem.
SMS alarm indicates:

* Plant area

* Alarm date

* Alarm time

+ Alarm condition

» Current measurement

SMS2
As SMS1 plus:

Accept alarms from your
mobile phone.

Receive mini reports.
Log on.

Log off.

Secure alarm acceptance.
Built in command help.
Uses GSM modem.

No landline required.

Email alarms

Distribute alarms to any
email address.

Include graphs with each
alarm report.

Accept alarm
via email reply.

Receive event messages.

Request process reports.
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FDA 21 CFR Part 11

Audit Trail

» Comprehensive Audit Trail
« Security encrypted

+ Audit reporting

+ Audit analysis

+ Automatic archive

User Security

» Unique user I.D.

+ Password expiry

+ Enforced password length
+ Operator comments

» Timed operator logout

+ Auto lockout on tamper

+ User barring

* User access log

Data Security
+ 128 bit data encryption

* No commercial
decryption tools
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FDA 21 CFR Part 11 Compliance

To meet the requirements of the FDA 21 CFR Part 11 document for Electronic Records
and Signatures, simply tick the box and let Prodigy do the rest!

Compliance Made Simple
With complex Windows PC applications it is often
difficult and time consuming to validate the
finished system to ensure compliance with

FDA 21 CFR Part 11, GAMP, GLP, etc. With Prodigy,
user security, data security and audit trails are all
built in. Each security element can be individually
configured, or, by ticking a single check box
Prodigy will automatically configure the entire
application to comply with the mandatory
regulatory requirements.

Audit Trail

[ J o | - | |

Once enabled the audit trail facility will generate a time stamped record of every user action that
makes a material change to the system. This includes all of the following:
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+ User log on

* User log off

* Manual signal value changes
+ Configuration changes

+ Alarm acceptance

* Recipe changes

+ System startup/shutdown
* Invalid user access

+ Password changes

+ User lockout

« Display changes

* Program execution

[
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User Security e —— e
To prevent system access by unauthorised users Prodigy i o '
implements a user database which allows each user to be o e
assigned a unique user ID, password and list of allowed — Mok i P
actions or privileges. User passwords can be forced to a e ke
minimum length and to expire at regular intervals. e e O,
User access is recorded as part of the audit trail and i Tt [ i |
repeated invalid access will automatically invalidate that ,: e ATl e
user’s account. The system can also automatically log off [P : =
an inactive user to prevent the system being left open ;E;’:'_, s £ ) e
inadvertently. I IR ;

Data Security

Prodigy employs strong 128 bit file encryption for all internal data and configuration files.

No commercial software package exists that will allow data in these files to be decrypted or
tampered with. Industry standard file formats such as Microsoft Access databases are securely
password protected in such a way that no human knows the password and only Prodigy

may open and present the data enclosed.




